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1. Policy Statement: 

 
 
 

 
We will collect, use, handle, store and share personal data fairly and legally. We will 
always process and protect personal data in accordance with the UK General Data 
Protection Regulation (UK GDPR) and the Data Protection Act 2018. Before you work 
with personal data belonging to our customers, our colleagues or our partners, it is 
important that you read and understand this Policy. 
 

 
2. Scope: 

 
This policy applies to all T&D Colleagues (staff), Executive Directors (including the 
CEO), Volunteers, Apprentices, Temporary Workers (including those on ‘Work 
Experience’), Board members (including Non-Executive Directors and Co-optees), 
Board Committee members (including Customer and Independent Committee 

members), Business Partners and Contractors, Consultants and Suppliers who 
process personal data on our behalf.  

 

 
3. Content: 

 
 

 
1. Policy Definitions 
2. Policy Introduction & Objectives 
3. What is personal and why do we need it? 
4. How do we let people know what we do with their personal data? 
5. What rights do Data Subjects have? 
6. Working with Contractors, Consultants and Suppliers (third parties) 
7. The 7 GDPR Principles and how T&D should comply with them 
8. Data Protection Breaches 
9. Organisational Responsibilities 
10. The Tasks of the Data Protection Officer 
11. Policy approval & reporting 
 

 
4. Legislative 

Requirements: 

 
We will comply with all relevant law, including: 

a) The UK General Data Protection Regulation (UK GDPR); 
b) The Data Protection Act 2018; 
c) The Privacy and Electronic Communications Regulations (PECR); 

d) Human Rights Act 1998; 

e) Equality Act 2010; 

f) The Computer Misuse Act (‘CMA’); 

g) The common law duty of confidentiality; and 

h) Any other laws and regulations relating to the protection of personal data. 

The Regulator for Data Protection in the UK is the Information Commissioner’s Office 
(the ICO)  - www.ico.org.uk. 
 
T&D is not currently subject to the Freedom of Information Act 2000. For more 
information and advice please contact the Governance & Legal Team. 
 

 
5. Links to other 

policies and guides: 

 
Policies 

• Agile Working Policy; 

• Confidentiality Policy; 

• Information Security Policy; 

Data Protection Policy 

 

http://www.ico.org.uk/
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• IT Acceptable Use Policy; 

• Social Media Policy; 

• Visitor and Security Procedure. 
 
‘How To’ Operational Procedure Guides (for staff): 

• Identifying Sensitive Personal Data; 

• Sharing Personal Information with Third Parties; 

• Sending & Sharing Information Safely & Securely; 
• Archiving and Retaining Documents & Document Retention Table; 

• Data Protection Clauses in Contracts; 

• Handling Data Issues and Breaches; 

• Using an Information Sharing Agreement; 

• Using Data Protection Fair Processing Statements; 

• Data Subject Rights Procedure. 
 

All policies, procedures and guides can be found on T&D’s Intranet, the T&DIS. 
 

 
6. Contact 

 
 

 
For queries about this policy please contact: 

• T&D’s Data Protection Officer (DPO);  

• Governance & Legal Team; or 

• One of T&D’s Data Champions – more information about who T&D’s Data 
Champions are can be found on T&D’s Intranet, the T&DIS. 

 

 

 

 

  

Author:  T&D Data Protection Officer      Version:     2.0 
Owner:  T&D Company Secretary (Head of Governance, Legal & Compliance) Next Review:   January 2025 
Approved By: The Board of T&D on 1 March 2022 
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1. Policy Definitions Data Subject The person – i.e. a living individual – that the information is about.  This 
may be a customer, a colleague or anyone else that we may have 
collected, used, handled, stored or shared personal information about. 
 

Personal Data This includes: 

• Information that can identify a living person - either on its own or 
with other information.  It does not need to include a person’s 
name;   

• Comments or opinions that have been made about a person; 

• one or more factors specific to a person’s physical, physiological, 
genetic, mental, economic, cultural or social identity; or 

• Information held on computer systems, in paper files, in emails or 
on social media.  
 

Special 

Category Data 

This is information that needs to be treated extremely carefully because 
of the nature of what it is and the upset it could potentially cause if it were 
put at risk. See section 3 for more details. 
 

Processing Processing covers anything that can be done to personal information. This 
includes (but is not limited to) collecting, recording, storing, using, 
amending, sharing or destroying personal information.   
 

Data Controller 

 

 

 

 

This is the person or organisation with the authority to decide how and 
why personal information is used.  Trent & Dove and its subsidiary First 
Housing Limited are Data Controllers and are registered with the ICO. 
T&D’s second subsidiary, Trinity Housing Development Limited, is not 
currently a Data Controller and as such is not registered with the ICO. 
Trinity Housing Development Limited’s data use is, however, kept under 
continuous review.  
 

 Data Processor 

 

A person or organisation which processes personal data on behalf of a 
Data Controller - such as service providers, contractors, consultants and 
suppliers.   
 
T&D colleagues are not Data Processors; they are classed as employees 
of the Data Controller and act within the scope of their employment 
duties. 
 

 Data Protection 
Legislation 
 

All current legislation for Data Protection applicable to the UK. 

2. Policy 
Introduction & 
Objectives 

 
 
 
 
 
 
 
 
 
 
 

Data Protection (‘DP’) is the fair and proper use of information about people. Data that is 
processed in accordance with the law respects a person’s statutory rights and is collected, 
used, handled, stored and shared in ways that are fair and legal.   
 
Protecting the personal information of our customers, colleagues, partners and anyone else 
who works with T&D or for T&D is important. It is part of each individual’s fundamental right 
to privacy and it: 

• ensures compliance with legal requirements; 

• promotes confidence in our processing of personal data; 

• provides assurance to, and builds trust with, all our stakeholders; and 

• ensures data is processed and held securely, to protect Data Subjects from potential 
harm. 
 

The UK data protection regime is set out in the UK General Data Protection Regulation (UK 
GDPR) and the Data Protection Act 2018 (DPA 2018).  The UK GDPR came into effect on 1 



Page 4 of 12 
 

January 2021 and sets out the key principles, rights and obligations for the processing of 
personal data in the UK.  The DPA 2018 sets out the framework for data protection law in the 
UK and sits alongside, and supplements, the UK GDPR. 

The UK GDPR sets out 7 ‘Principles’ that it expects all organisations to follow when 
processing personal data. To meet these rules, we must make sure that all personal data 
we collect is:  

• processed fairly, lawfully and in a transparent manner; 

• processed for specified, explicit and legitimate purposes and not in a manner that is 

incompatible with those purposes; 

• adequate, relevant and limited to what is necessary for the purpose for which it is 

being processed; 

• accurate and, where necessary, up to date; 

• not kept longer than necessary for the purposes for which it is being processed; 

• processed in a secure manner, by using appropriate technical and organisational 

measures; 

• reviewed regularly, to ensure that there are appropriate measures and records in 

place to enable us to demonstrate our compliance.   

In addition, we must: 
a. build ‘Privacy by Design’ into our data handling and collection processes as 

appropriate. This means being mindful of legislative requirements whenever we 

design a new system, process or way of working; 

b. assess and (if required) report data breaches to the DP Regulator (the ICO) within 

72 hours of us being aware (or having reasonable cause to suspect) that a data 

breach has occurred.  

3. What is personal 
data and why do 
we need it? 

 

Personal data is information which can directly or indirectly identify a living person.   

 

Here at T&D, we collect and process various types of personal data about different people.  

Processing of personal data is an integral part of T&D’s activities as a registered provider of 

social housing.    

 

In the course of our work we process information about: 

• people who use our services – our customers; 

• people who work for us – our colleagues; 

• people who work with us – our partners; 

• people who we pay to deliver services on our behalf – our Contractors, Consultants 

and Suppliers; 

• people linked to the people who use our services – such as the friends or family 

members of our customers; and 

• people who make enquiries or complaints. 

 

We do this in order to: 

• fulfil and support the contracts we have in place with our customers and colleagues, 
such as tenancy agreements and employment contracts; 

• comply with legal and regulatory obligations; 
• safeguard vulnerable people or protect someone’s life or wellbeing (known as their 

‘vital interests’); 

• perform tasks that are in the public interest (such as making sure that only those who 
are eligible to be housed by us receive housing from us), and making sure that we 
have a clear basis in law to do these tasks; 

• undertake tasks that are in our legitimate interests as a regulated provider of Social 
Housing, this includes providing good customer service; 
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• undertake tasks which are in the legitimate and lawful interests of a third party; or 

• undertake tasks that the Data Subject has given their clear, specific and freely given 
consent for us to do. 
 

We collect and process a range of information about different data subjects, including (but 
not limited to) people’s names, addresses, email address, telephone number, date of birth, 
and other information produced during our interactions. 
 
Sensitive Personal Data 
In some cases, we may process information known as ‘Special Category Data’.  The UK GDPR 
identifies some specific types of personal data which are more likely to be sensitive and it 
gives them extra protection under law.  This is because the misuse of Special Category Data 
could create significant risks to an individual’s fundamental rights and freedoms. 
 
Statutory examples of Special Category Data include: 

• personal data which reveals a person’s racial or ethnic origin;  

• personal data which reveals a person’s political opinions;  

• personal data which reveals a person’s religious or philosophical beliefs;  

• personal data which reveals a person’s trade union membership;  

• genetic data; 

• data concerning health, including mental health;  

• biometric data (where this is used for identification purposes);  

• data concerning a person’s sex life; and  
• data concerning a person’s sexual orientation. 

 
The conditions which allow for the processing of Special Category Data are much stricter 
than for the processing of general personal data.   Here at T&D, we must endeavour to 
minimise our holding and use of Special Category Data, however, we acknowledge that 
given the nature of the services that we provide, there may be occasions when we may 
need to collect, use or process it - for example when: 

• providing or reviewing accommodation for a disabled person; 

• ensuring the health, safety and welfare of colleagues; 

• maintaining records of statutory sick pay and maternity pay; 

• reviewing or collating reports of accidents and occupational diseases; 

• pursuing and investigating a legal claim; 

• resolving neighbourhood disputes or anti-social behaviour; or 

• helping someone to get access to care or support services. 
 

Processing Special Category Data is lawful when the processing is necessary for: 

a) carrying out our obligations under employment law, social security law or social 

protection law;  

b) safeguarding the vital interests (in emergency, life or death situations) of an 

individual and the data subject is incapable of giving consent; or 

c) pursuing legal claims. 

In addition, the processing of Special Category Data will also be lawful if the Data Subject has 

given their explicit, clear, specific and freely given consent to our processing of the Special 

Category Data.  

 

Equality Act 2010 
It is important to be aware that some of the protected characteristics outlined in the Equality 
Act 2010 are classified as Special Category Data.  This includes data relating to a person’s race, 
religion or belief or sexual orientation.  It also includes information about a person’s disability, 
pregnancy status and progress and gender reassignment in so far as they reveal information 
about a person’s health. 
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Criminal Offence Data 
The UK GDPR and DPA 2018 gives extra protection to personal data relating to criminal 
convictions and offences or related security measures. This is referred to as ‘Criminal Offence 
Data’.   
 
Some examples of where T&D may collect Criminal Offence Data include: 

• when processing, reviewing or making decisions about a person’s application for, and 
allocation of, housing; 

• as an employment requirement when a role’s terms and conditions of employment 
require Disclosure Barring Service (DBS) checks to be undertaken.  A DBS Procedure 
is in place which provides further guidance for colleagues and managers; 

• the reporting of criminal activity carried out by a Data Subject to a body with statutory 
authority (such as the Policy, Social Services or HM Courts and Tribunals Service);  

• the management of tenancies – for example, when serving a statutory Notice of 
Proceedings for actions related to criminal behaviour. 
 

It is important to note that in some circumstances the Data Subject would not be given a 
choice about whether to allow us to use or process Criminal Offence Data. This means that 
Criminal Offence Data can be processed without consent from the data subject when we have 
a legitimate statutory or contractual basis for doing so, or a body with statutory authority has 
asked us to.  
    
Other Data we Collect 

Other data we collect, such as financial details, we treat sensitively and confidentially, but is 
not legally included in the definition of Special Category Data. 
 
For further advice about any of the information contained in this section, please speak to 
the Data Protection Officer or the Governance & Legal Team.  
 

4. How do we let 
people know 
what we do with 
their personal 
data? 

 

When personal data is collected directly from Data Subjects, we will tell them that this 
being done via our Privacy Notice and at the time that we collect the data.  
 
We will tell Data Subjects: 

• the identity and contact details of our organisation, including our ICO registration 
details; 

• the contact details of our Data Protection Officer; 
• the reasons why we are processing their personal data; 

• the legal basis(es) we have for processing their personal data; 

• whether any automated data processing and decision making will be used, including 
when using data profiling, and its possible consequences; 

• who we will share the data with, or the types of organisations/people we will share 
it with (if this is being done); 

• how long the data will be stored for; 

• the legal rights that data subjects have to request copies of or amend the data we 
hold about them.  
 

When personal data is collected via a third party, we will also tell Data Subjects about: 

• the categories of personal data that is being collected by the third party; and  

• the source of the personal data. 
 

There may be circumstances where we receive information from a third party which we have 
not requested and which we will need to process. When this is the case, we will inform the 
Data Subject in writing that this is the case no later than 1 month after we receive the data, 
unless a legal exemption for processing applies. 
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5. What rights do 
Data Subjects 
have? 

Data Subjects have specific rights under DP legislation as follows: 

• to be informed about how and why we process their personal data; 

• to be able to request access to the personal data held by us; 

• to ask to have inaccurate personal data rectified; 

• to ask us to restrict processing, in certain circumstances; 

• to object to processing, in certain circumstances; 

• to ask for the right of erasure, in certain circumstances; 

• to ask for data portability, which means asking to receive their data, or some of their 

data, in a format that can be easily used by another organisation or person; 

• to not be subject to a decision based solely on automated processing or profiling; 

• to be able to withdraw consent when we are relying on their consent for the 

processing; 

• to be able to complain to the UK’s DP regulator (the Information Commissioner’s 

Office ‘ICO’) if they are unhappy about any aspect of T&D’s data handling practices.  

 
All processing of personal data undertaken by T&D must respect the statutory rights of Data 

Subjects.  

 

We will fulfil Data Subjects’ statutory rights free of charge and we will fulfil any valid request 

from a Data Subject to exercise their statutory rights as soon as possible – within one month 

at the latest - unless there is good reason to lawfully extend this timescale by a further two 

months. Further information and advice can be obtained from the Governance & Legal Team. 

 

Data subjects are legally entitled to get a copy of the personal data that we hold about them. 
A request for personal data is known as a Subject Access Request (SAR).  More information 
about how we handle Subject Access Requests can be found within the Data Subject Rights 
Procedure. 
 
We must give people access to their own information as quickly and easily as possible. Our 
approach will be one of openness and transparency.  We are willing to provide information 
(to customers or colleagues) on an informal basis (outside of the SAR process) subject to being 
satisfied about the identity etc. of the person making the request. 
 

6. Working with 
Contractors, 
Consultants and 
Suppliers (third 
parties) 
 

When we are working with a third party, we must always have a formal written contract in 
place with the third party, and this contract must include how any personal data exchanged 
or used as part of the contract will be protected and processed.  
 
The contract must contain a data protection clause which covers the responsibilities of both 
parties in accordance with data protection legislation and which defines the extent of the 
data processing that the third party is permitted to undertake as a ‘Data Processor’.   
 
For support and advice on contract clauses, and to obtain a copy of T&D’s sample Data 
Protection Contract Clause for inclusion in a contract, please speak to the Data Protection 
Officer or the Head of Governance, Legal and Compliance. 

 

7. The 7 GDPR 
Principles & how 
T&D should 
comply with them 

The GDPR sets out the key principles which the organisation must follow whenever we 
collect, use, handle, store or share personal data. 
 

• Principle (a): Lawfulness, fairness and transparency 
 
We must have a good reason for collecting and using personal the personal data and 

colleagues and customers should understand why it is being collected. Personal Data must 

be processed lawfully, fairly and in a transparent manner. 
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We will build ‘Privacy by Design’ into our new processes and systems as appropriate, ensuring 

we assess risks and adopt appropriate organisational controls before using new data 

collection processes or systems. This will include the use of Data Protection Impact 

Assessments (DPIAs).  

T&D’s Privacy Notice is published on our website. It explains clearly and concisely how and 
why T&D processes personal information and gives details to Data Subjects about their rights 
of data access and how to exercise them.   
 
We also include a Fair Processing Statement on all data forms which are used to collect and 
gather personal data.  The Fair Processing Statement must be adapted according to the type 
of data that is being collected, in particular if special category data is being collected.   To 
obtain a copy of T&D’s Fair Processing Statement and for advice on how to adapt the 
Statement to your needs and purposes please speak to T&D’s Data Protection Officer or the 
Governance & Legal Team.  
 

Sharing personal information must always be approached with care. Colleagues should refer 
to the suits of operational How To Guides to ensure the correct procedure is followed.  

 

• Principle (b): Purpose Limitation 
 
Personal information must only be processed for specified, explicit and legitimate purposes 
and not in a manner that is incompatible with those purposes. 
 
In assessing whether the purposes are compatible we will consider (amongst other things): 

• the context for why the data is being collected; 

• the expectations of Data Subjects; 

• the link between the processing purpose(s) and the nature of the data being 

collected,  

• any potential consequences or risks of the processing; and  

• appropriate safeguards to protect the data whilst it is being collected and 

processed. 

 
Information must only be used for the reason it was collected. This reason must be clearly 
explained to Data Subjects at the time we collect it.  
 
If colleagues need or want to use personal data for a reason that is not covered by T&D’s 
Privacy Notice or Fair Processing Statement, then they should contact the Governance & Legal 
Team for further advice.  
 
Personal data will only be shared with third parties, including other Data Controllers such as 

other agencies and organisations, when the sharing: 

a) has one or more appropriate legal bases, and  

b) the sharing is carried out in ways which are consistent with data protection principles 

and uphold the legal rights of data subjects. 

 

• Principle (c): Data Minimisation 

Personal information must be adequate, relevant and limited to what is necessary for the 

purpose for which it is being processed. 

Colleagues and teams who are responsible for either: 
a) the design and use of a form collecting personal data; or  
b) the data entry of a Data Subject’s personal information into a T&D ICT system 

 must ensure that the data is: 
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• relevant to the purpose it was collected;  

• factual and accurate; and  

• does not include irrelevant or excessive information.   
 
There must always be a legal basis for collecting personal data. Personal data must never be 
gathered ‘just in case’ it might be useful, or it may be needed, at a future date.  
 

• Principle (d): Accuracy 
 
Personal data will be kept up to date and accurate.  

There is significant risk is using, or basing decisions on, personal data which is inaccurate or 

out of date. Colleagues must ensure that any changes to customer personal data are recorded 

as soon as possible.  If incorrect or inaccurate information has been disclosed to third parties, 

we will contact each recipient to make them aware that information has been shared which 

is inaccurate or out of date. 

Teams who work directly with customers should check that customers’ personal details are 
up to date and accurate as often as possible.  It is considered best practice for members of 
staff to verify that a customer’s contact details (e.g. their contact telephone numbers and 
email addresses) remain up to date during each interaction that they have with a customer.  
 
Periodically, colleagues will be asked by the Human Resources Team to check and update 
their personal details on the HR Management system “Cascade”.  It is each colleagues’ 
responsibility to make sure that the information that T&D holds about them is accurate.  
 

• Principle (e): Storage Limitation 
 

We must not keep personal information for longer than necessary. 
 
Some personal information will be held in legal documents.  Certain legal documents have 
statutory, regulatory or best practice retention periods.  T&D’s Document Retention Schedule 
sets the length of time we can and should keep certain documents.   
 
Colleagues should refer to the Retention Schedule before they destroy or archive documents 
containing personal or sensitive information.  A copy of the current Retention Schedule can 
be found on the colleague intranet “T&DIS”. 
 
Retention periods are based on the requirements of the purposes for processing, legal 

requirements and official guidance or sector good practice.  

• Principle (f): Integrity and Confidentiality (Security) 

Personal information must be processed securely, using appropriate technical and 

organisational measures. This includes protecting it from unauthorised or unlawful 

processing, or from accidental loss or damage.  

Measures used include: technical systems security, access controls, disaster recovery 
measures, regular testing of security measures, physical security of our premises and data, 
organisational policies and procedures, staff training and internal audits.  
 
To identify if a security measure is reasonable and appropriate, we will consider the risk to 
data subjects or which could result from a data breach, and the costs and quality of available 
measures. 
 
The Information Security Policy and the IT Acceptable Use Policy explain the technical & 
security measures that T&D uses to protect personal information.   We use cloud-based 
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storage for our data, with the servers located in the UK.  Any changes to this arrangement 
would be undertaken in accordance with data protection legislation and regulatory guidance. 
 
We also have organisational security measures such as physical sign-in for all visitors 
attending T&D sites.  The Visitor and Security Procedure and Agile Working Procedure both 
provide additional guidance for colleagues. Colleagues are required to keep their work area 
clear and keep all information and T&D equipment secure.  Customer data is stored 
electronically, and any handwritten forms or notes are scanned/entered onto the system as 
soon as possible, with hardcopy paperwork securely disposed of by using the current 
confidential shredding provisions in place.  
 
Colleague records are stored centrally by the Human Resources team. Appropriate security 
arrangements are in place for both manual and electronic records.  Any colleague records 
held by managers are stored electronically and have restricted access. 
 
The “Send & Share Information Safely & Securely - How To Guide”, gives colleagues more 
information about transferring, sending and sharing personal information. 
 
Our processes are designed to ensure that no one views, handles or otherwise processes data 
that is not required as part of their role.   
 
All colleagues are responsible for not misusing any data that they come into contact with in 
error, or which they are otherwise not authorised or permitted to access.  
 

• Accountability 
 
The 7th DP principle is accountability.  We must be responsible for, and be able to 
demonstrate, compliance with the processing of personal data.    
 
We will demonstrate our compliance with legal requirements, by:  

• keeping records of the processing that we carry out as an organisation;  

• putting written contracts in place with organisations that process personal data on 

our behalf; 

• implementing appropriate security measures; 

• recording and, where necessary, reporting personal data breaches; 

• adopting and implementing data protection policies and procedures; 

• taking a ‘data protection by design and default’ approach to protecting personal data; 

• carrying out Data Protection Impact Assessments every time we change our data 

processes or want to implement new ones; 

• ensuring all colleagues undertake mandatory data protection training every 2 years 

and reporting mandatory training performance to ARAC for ongoing monitoring and 

assurance;  

• having a suitably trained Data Protection Officer in post;  

• carrying out regular audits and reviews of our DP activities; and 

• adhering to relevant codes of conduct. 

 

Our records of processing include information about: 

• how and why we are processing personal data; 

• the types of data we hold; 
• our legal bases for processing;  

• the details of any third parties that we share data with, including any transfers outside 
of the UK and the safeguards which are in place if data is transferred outside the UK. 
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8. DP Breaches – 
what could the 
consequences be 
if we lose or 
mishandle data? 

The consequences for breaching data protection law can be severe and depend on the 
nature of the breach and how we have handled it. For example: 
 

a) the ICO has powers to issue monetary penalties, undertake enforcement and 
pursue prosecutions; 

b) T&D could suffer serious reputational damage as a result of a breach; or   
c) T&D could be prosecuted via a civil claim by individuals whose data has been put at 

risk.                                                                                                                                                                                                                                                                                                                                                                                                                            
 
Suspected DP breaches must be reported as soon as possible to the Data Protection Officer 
or the Head of Governance, Legal and Compliance who will assess and investigate them.  For 
serious breaches, T&D has a legal obligation to notify the ICO within 72 hours of a DP breach 
being detected. 
 
All breaches reported will be investigated appropriately and corrective action untaken. 
Where a security breach causes a high risk of adversely affecting an individual’s rights and 
freedoms, we will inform the Data Subjects without undue delay, to allow them to take any 
appropriate action or precautions to help protect themselves and their data. 

A Data Protection breach needs to meet the following criteria to be reportable to the ICO 
(Information Commissioner’s Office):  
 

a) It must involve the personal data of living individuals; 
b) It must concern data that is likely to - or potentially could - result in a risk of harm 

to individuals; and 

c) The sharing is likely to result in a risk of those individuals’ rights and 
freedoms. 
 

The DPO will keep a record of all personal data breaches and ‘near-misses’ - even if they do 
not meet the criteria for reporting to the ICO.  This will support and enable the continuous 
improvement of T&D’s internal control framework.  

9. Organisational 
Responsibilities 

We take responsibility for complying with data protection legislation at the highest 
management level and throughout our organisation.  DP performance and monitoring are 
included in the Quarterly Assurance Report which is reviewed by the Board’s Audit and Risk 
Assurance Committee (ARAC) at each committee meeting.  
 
For additional assurance: 

• the Board also nominates one Board Member to be the Board Data Champion; and 

• we have appointed a number of colleagues as Data Champions from various teams 
across the organisation.   Data Champions receive enhanced DP training and are 
required to participate in mandatory CPD on a quarterly basis. The role of a Data 
Champion is to provide direct DP advice and support to their colleagues in an 
operational capacity, monitor their team’s operational processes to ensure they are 
DP-compliant, review DP policies and guidance notes before they are shared with 
colleagues and support Trent & Dove’s Data Protection Officer. 
 

T&D ensures that the DPO is involved, properly and in a timely manner, in all issues which 

relate to the protection of personal data. 
 

 The Executive Team lead on the implementation and compliance with this policy and ensure 
Heads of Service and Line Managers do the same by:  

 

• ensuring colleagues read and understand this Policy; 

• ensuring that new colleagues and existing colleagues are up to date with their 
mandatory training and that refresher training is undertaken every 2 years; 

• ensuring that the systems and processes which they are responsible for are designed 
and executed in compliance with data protection legislation; and 
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• raising awareness of DP principles and monitoring compliance within their teams. 
 

 
 
 
 
 
 
 
 

All colleagues are responsible for: 

• complying with this policy and associated procedures and How to Guides;  
• reporting any concerns, breaches or incidents to the Data Protection Officer or Head 

of Governance, Legal and Compliance immediately; and 

• keeping up to date with their mandatory DP training and ensuring that it is completed 
within the timescale required.  

 
Contractors, consultants or suppliers who are ‘Data Processors’ will be required to comply 
with this Policy under the terms of their contract with us. Our Data Processors have direct 
responsibilities under the UK GDPR, including to process personal data only on our 
instructions, to keep it secure and to cooperate with us as required. 
 

10. The tasks of the 
Data Protection 

Officer 

The Data Protection Officer (DPO) is tasked with the following duties: 

• advising and supporting the business and T&D’s Data Processors to carry out their 
legal obligations under DP legislation; 

• providing advice on completing Data Protection Impact Assessments (DPIAs) and 
monitoring their performance; 

• monitoring compliance with Data Protection legislation and T&D data protection 
policies; 

• leading on the provision of information to Data Subjects who have raised Subject 
Access Requests; 

• investigating all DP breaches and ‘near-misses’ and acting as the key contact point, 
and point of liaison, between T&D and ICO.  

 
The Head of Governance, Legal & Compliance will deputise for the DPO if they are 
unavailable. 
 

11. Policy approval & 
reporting 

The Data Protection Officer will review compliance with this policy on an annual basis and, if 
necessary, report any amends required (with recommendations) to the Board for 
consideration.   
 
This policy requires Board approval and will be formally reviewed by the Board every 3 years.  
 
Minor amendments to this policy to ensure it reflects statutory changes or changes to 
internal working procedures may be approved by the Head of Governance, Legal & 
Compliance and the changes reported to the Board. 
 

 


